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Abstract— The growth of cyber attacks on contemporary
networks has led to the requirement for the creation of
intelligent and adaptive intrusion detection systems (IDS).
Also, the majority of traditional IDS models utilize
outmoded data sets, adopt static learning methods, produce
an excessive number of false positives, and do not analyze
encrypted network traffic well. Additionally, there is a
disconnect between the cryptographic techniques used and
the IDS systems, leading to weak and fractured security
frameworks. This paper addresses these flaws by proposing
the hybrid adaptive intrusion detection system (HA-IDS),
which incorporates a lightweight cryptographic framework
into the design. The hybrid adaptive intrusion detection
system integrates convolutional neural networks (CNN),
long short-term memory (LSTM), and autoencoder methods
of feature extraction, temporal analysis, and anomaly
detection. The HA-IDS also conducts metadata-based
analyses on encrypted traffic while preserving the data's
confidentiality. Experimental results indicate that the HA-
IDS demonstrates formidable capabilities for detecting
intrusions with 89.30% accuracy, 99.84% precision, 76.56%
recall, 86.66% F1-score, and 0.89 ROC-AUC. In addition,
the HA-IDS has significantly reduced the amount of false
positives produced and has improved its adaptability to new
forms of cyber attack in practical applications.
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1. Introduction

The rapid growth of the number of services that operate via
the Internet, the expanding use of cloud computing, and the
growing number of Internet of Things (IoT) devices, has
created significant cybersecurity threats to modern
networks. Intrusion Detection Systems (IDS) are
specifically used for monitoring network traffic to identify
malicious activities in near real-time [1]. There are two

main types of IDS techniques: signature-based and
anomaly-based. Signature-based techniques can accurately
detect all previously known attacks, but they are ineffective
for detecting all unknown attacks. Anomaly-based
techniques generally use machine learning (ML) and deep
learning (DL) to build a model for normal traffic behavior
on a network; thus allowing them to be able to detect
anything not in accordance with this model. The drawback
of this modeling process is that all current techniques are
generating large amounts of false positive alerts and require
extensive computational resources. There has been some
recent success relative to the use of CNN, LSTM, and
Autoencoder models, as well as other types of DL-based
approaches for intrusion detection capabilities; however,
there are still many hurdles to overcome, such as reliance
on outdated datasets, generally poor real-time adaptability,
prohibitive costs related to computational requirements,
and poor performance related to encrypted traffic. Much of
the current IDS framework's lack of integration with
cryptography decreases their overall security. As a result,
we propose a Hybrid Adaptive Intrusion Detection System
(HAIDS) that also wuses lightweight -cryptography
techniques. The HAIDS framework incorporates CNN,
LSTM, and Autoencoder models with adaptive learning
capabilities to create a highly efficient IDS for improved
detection accuracy and anomaly analysis, and it has the
additional ability to complete encrypted traffic analysis
through the use of metadata, while keeping all provided
data confidential.

2. Literature Review

Many researchers and practitioners have created different
methods for using Al techniques on IDS-related tasks over
the past few years. In general, traditional Machine Learning
methods such as Support Vector Machines and Naive Bayes
classifiers for detection are considered standard because they
are simple yet effective methods for identifying patterns of
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attack that have been previously experienced. However,
there is a problem when attempting to utilize these models in
large and complex datasets, which is what we typically
encounter when examining data from networks. Several
researchers have attempted to demonstrate the benefits of
hybrid SVM and NB methods in order to improve the
performance of identifying low frequency attacks in large
datasets; however, implementing these models can create an
additional computational burden. Researchers have been
focusing their attention on the use of Autoencoder models
for anomaly detection in more recent years. Unsupervised
learning and dimensionality reduction are utilized by
autoencoders to detect anomalous behavior on networks by
identifying behavior that deviates from the norm. Like other
machine learning models, the performance of autoencoders
depends on the careful adjustment of hyperparameters as
well as the high overhead associated with processing them,
which could restrict their use in real-time applications.
Autoencoders can enhance the performance of Intrusion
Detection Systems through deep learning techniques,
including convolutional neural networks and long short-
term memory networks. CNNs can locate features found in
network traffic according to the actual physical position
whereas LSTMs can show how features evolve based upon
the time axis. While Hybrid CNN-LSTM models can
increase accuracy for detecting intrusions, the high
computational overhead resulting from the additional
complexity associated with these models often leads to
higher latencies and may adversely affect the ability to detect
intrusions. Additionally, while GANs are a solution for
providing an imbalanced dataset (by providing a means to
generate simulations of infrequent events), they are
considered too costly to implement in practice. Lastly, IDS
and cryptographic algorithms do not currently functionally
integrate, making it difficult to analyse encrypted traffic
effectively.

3. Research Gap

Several critical challenges remain in intrusion detection
systems (IDS), notwithstanding advancements in recent
years. The first of these challenges is that many IDS models
use static learning methods that prevent them from adapting
to changing threats. Because of this limitation, IDS models
cannot reliably detect unknown or new threats exhibited in
the real world. The second challenge is that many IDS
models are assessed using outdated data sets, such as NSL-
KDD, which do not mimic true current network traffic
patterns. As a result, some existing IDS models do not
generalize well in realistic applications [1]. Moreover, IDS
models are adversely affected by the high rate of false
positives caused by the use of unbalanced data sets, which
tend to under-represent attack classes. Additionally, due to
how most credentialed security tools are implemented
separately from encryption components, IDS systems are
often used within a separate security architecture.
Decreasing the ability of the IDS systems to process
encrypted network traffic effectively [2]. Furthermore, many
advanced deep learning methods require considerable
processing power and time to process the input data. Thus,
making them impractical to implement in real-time and
constrained computing environments like [oT systems.

4.  Proposed System
4.1 System Overview

This newly designed system will create an adaptive hybrid
intrusion detection system (HAIDS) with a lightweight
cryptographic framework to improve both security and the
speed of detecting intrusions. The proposed system uses a
combination of multiple deep learning techniques (e.g.,
CNNs, LSTMs & AE’s) that perform different functions
when analyzing network traffic. Each of the components
contributes towards completing one or more tasks including
feature extraction in real time for temporal pattern
recognition and anomaly detection. In addition, the HAIIDS
will have a cryptographic module to securely handle data, so
analysis of encrypted traffic can be accomplished through
analyzing the associated meta-data; thus enabling the
inadequacies of current IDS systems to be overcome by this
proposed solution.

N
'
'
) | S :
Preprocessing '
Narmatzation. FE)| '
— 7 :
CNN Layer | ;
Fuauture Extracton Paraiiel o
I e
' Cryptoys ol
LSTM Layer H Laynr
_‘2.5) Tumporal Lesming | Assmna ¢ suttng
|
'
. : e B
I"' q::l Autouncoder \
P | ety Detaciion N
H
— |
o Decislon Engine |4 - - v o o o o e
Aftack / Norrmad )
[ A\ wensen @)

Figure 1: Proposed System Architecture

Figure 1 depicts a hybrid adaptive intrusion detection system
(HA-IDS) that has a cryptographic module integrated into it.
The primary input into this system is network traffic, in the
form of raw data packets that traverse the network. Network
traffic will first go through a preprocessing phase first where
the normalization and extraction of features are performed
for each packet of Transmitting the packet on the network,
and will thus remove any unwanted content and create a
standard data format that can be used for analysis. Post-
processing, the analysis of the preprocessed data will be done
by passing through the CNN portion of the system to obtain
important spatial characteristics of the network traffic data.
The extracted spatial characteristics will then be processed
through the LSTM portion of the system to capture time-
dependent relationships or sequences between the various
types of information, thereby creating a behavioural model
of actions over time. The automated classifier uses
previously established events to identify anomalies in the
processed data by sending it through an Autoencoder to
create a model of what abnormal behavior is. The



classifications made on the detected network traffic will be
sent to the decision-making engine so that it will determine
whether the net traffic is normal or whether it is an attack.
Once this is done, the alerting mechanism will provide
appropriate notifications for the identified threats. The
cryptographic component of the entire system works in
conjunction with the main system to apply encryption (e.g.,
AES/RSA) to the transmitted data, and the encrypted data’s
metadata will be analyzed to help identify possible
attacks/unauthorized access to the system without exposing
any of the data being transmitted or examined by the system.
This method enhances the entire system's security and
enhances the detection of intrusions.

4.2 Working Mechanism

The proposed system's working mechanism proactively
processes incoming network data into a clean and
normalized format, which can be utilized for modelling
purposes. Once the incoming network traffic has been
processed, it is then forwarded through a CNN layer, which
provides valuable information regarding the spatial nature of
the network traffic received. This information will be passed
into an LSTM network to provide further analysis on all
temporal and sequential dependencies associated with the
network traffic. An Autoencoder is then used to detect
anomalies by establishing a baseline that characterizes
standard network behaviour and identifying abnormalities in
that standard. A cryptography module coexists in
conjunction with an Autoencoder and produces white space
analysis from encrypted network data to detect a threat's
existence without decrypting its corresponding network data.
Finally, there is a decision engine which combines the results
produced by all three systems and subsequently categorizes
network traffic as either legitimate or malicious while also
generating the appropriate alert response.

5. Dataset and Implementation

To evaluate the suggested software solution, this study will
make use of a security violation intrusion dataset that
consists of various types of network traffic features for
legitimate versus malicious activity; these include protocol
type, connection duration, packet size and a multitude of
other statistical properties that identify patterns of intrusions.
The features of the dataset will enable the computer model
to learn network traffic behaviour, thus allowing the model
to distinguish legitimate from malicious activity. Prior to
training the model with this data, a preprocessing phase will
be completed. As a part of this process, the data will be
subjected to numerous data preprocessing techniques in
order to enhance its quality and thus improve the
performance of the resulting model. These techniques
include normalizing the dataset, whereby the feature values
are scaled into the same range, thereby preventing many of
the model outputs from being different, just because they
came from a greater numerical range. Categorical attributes,
such as protocol types or service names, will be converted
into numerical values that can be processed by machine
learning algorithms using various encoding techniques.
Lastly, feature scaling will also take place in order to
standardize the dataset, thus ensuring all features contribute

equally to the model while being trained on this dataset and
improving its rate of convergence. Our detection model
integrates a hybrid architecture, comprising a combination of
various deep learning technologies (i.e., CNN, LSTM,
Autoencoder), into one comprehensive solution. CNNs are
used to extract important spatial features from input data
sources while LSTMs are able to capture temporal
dependency and sequence patterns from the network's traffic.
Finally, Autoencoders are trained to learn a model of the
"normal" behavior of a network; thus being able to identify
anomalous behavior by comparing it against the trained
"normal"” behaviors based on a multi-dimensional
representation of the input data source used. By utilizing this
hybrid model, the solution is able to leverage the strengths of
each of the three networks in order to produce reliable and
accurate detection results.

6. Model Optimization Techniques

In order to optimize performance from the Hybrid Adaptive
Intrusion Detection System, we have added multiple
different ways to do so such as: using different types of
feature selection, tuning hyperparameters, and addressing
issues with imbalanced datasets such as through the
Synthetic Minority Over-sampling Technique (SMOTE).
The purpose of adding these different optimization
techniques is to improve (in terms of) detection accuracy, to
increase recall, and to decrease the number of false negatives
that are generated.

6.1 Feature Selection

Feature selection (the removal of redundant or irrelevant
features) is the procedure by which relevant features are
extracted from a feature set and applied to improve the
performance of the resultant model. In addition, the process
of feature selection enables a reduced complexity or
improved speed of computation (or both). Examples of
correlation and importance based methods can be used in
feature selection to identify and retain features that make a
meaningful contribution to intrusion detection. A dataset that
has reduced the amount of noise in it will be generalized
better and improve prediction accuracy of the corresponding
model.

6.2 Hyperparameter Tuning

The process of optimizing a deep learning model is done by
using hyperparameter tuning methods. Hyperparameters
(i.e., specific values assigned to variables like learning rate,
batch size, number of layers, and number of neurons) which
represent the most important variables that must be tuned in
order to get the best results. Different methods can be used
for hyperparameter tuning, including Grid Search and
Manual Tuning, to determine the best configurations for the
various hyperparameter values. The end result of carrying
out hyperparameter tuning on a given model is that the model
will converge faster, have a more stable personality, and
ultimately perform better in terms of classification accuracy.

6.3 Handling Data using SMOTE



Imbalanced datasets are frequently used for attack detection,
often resulting in a dataset in which there are far more
records of regular network traffic activity than of attempted
intrusions. Because of that disparity, models will generally
respond much better to instances of regular traffic than to
instances of intrusions (i.e., recall is degraded). In order to
overcome that problem SMOTE (Synthetic Minority Over-
sampling Technique) has been used to create synthetic
samples of the minority class (instances of intrusion). This
results in a balanced dataset where models may be able to
identify the patterns of unusual instances (rare forms of
intrusions) more easily and with increased recall and overall
ability to detect intrusions.

7. Results and Analysis

Model Performance Metrics
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Figure 2: Performance Metrices

The evaluation of an HA-IDS’s (Hybrid Adaptive Intrusion
Detection System) effectiveness was completed using four
different metrics including accuracy, precision, recall, and
the F1 Score presented in Figure 2. Overall, the HA-IDS has
an accuracy of 89.30% meaning it classified correctly a
majority of all the different types (data, voice, video) of
online activity. In addition, the HA-IDS has a precision of
99.84% meaning it produced very few incorrect detections
or false positives when attempting to identify malicious
traffic. Although, the precision is very high, the recall value
for the HA-IDS (76.56%) is much lower than expected
indicating there will be instances where attacks that are
included in the training data set may not be detected by the
HA-IDS. Therefore, there may be some risk associated with
not detecting certain attacks, even though the HA-IDS is
extremely precise. An Fl-score of 86.66% for this model
means that both precision and recall provide similar, valid
results and have an overall valid classification measurement.
Because of the model's high precision value, this technology
will generate very few false alarm notifications meaning that
you will not have to utilize them when used in an applied
setting. In terms of the model's moderate recall value, there
is no guarantee that every attack will be detected since there
may not be complete coverage of attacks detected by the
model. Overall, the results indicate that the hybrid model
provides a good performance in detecting attacks and has

improved detection reliability (i.e., resulting from lower false
positive rates).
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Figure 3: ROC Curve Analysis

The figure 3 shows the Receiver Operating Characteristic
(ROC) Curve depicting the classification capabilities and
performance of the proposed Hybrid Adaptive Intrusion
Detection System for multiple threshold values. The
proposed model produced an AUC-ROC (Area Under the
Curve - Receiver Operating characteristics ) score of 0.89
which shows excellent performance with respect to
differentiating between normal and malicious network
traffic. A higher AUC-ROC value, equal to or greater than 1
demonstrates superior classification performance. The value
of 0.89 indicates a very strong discriminatory power of the
proposed model. Furthermore, as indicated by the ROC
Curve being significantly above the diagonal baseline
(indicating random discrimination), the proposed system
does better than random classification. The ROC Curve also
indicates a good balance in terms of the True Positive Rate
(TPR) and False Positive Rate (FPR) allowing for very
efficient detection of attacks with a relatively low rate of
false positives or false alarms. Due to the large amount of
distance or separation between the two classes in our model,
we are able to classify traffic as benign or malicious
regardless of the decision threshold used for any drop in
accuracy from the training to the real-world applications of
the model. Therefore, our results provide evidence that the
existing proposed Intrusion Detection System (IDS) would
give a high level of resilience and effectiveness when
deployed in real-world intrusion detection. The use of
optimization techniques (feature selection, hyperparameter
tuning, and SMOTE) resulted in substantial increases in
model performance by increasing both accuracy and
minority detection of attack classes.



Trasning vs Validation Performance
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Figure 4: Training vs Validation Performance

The figure shows how well the model performs over time
(i.e., epochs). In terms of accuracy, both training accuracy
and validation accuracy improve over time, with the final
training accuracy being approximately 93% and the final
validation accuracy being approximately 90%. These results
indicate that the model learns effectively and generalizes
well to new data. The training loss has decreased
continuously over time (i.e., the amount of error was reduced
as the model trained), showing the model was performing
optimally when training occurred. Finally, there is very little
difference between training and validation results, indicating
very little overfitting occurred. Overall, the model is stable
and should perform reliably when utilized for intrusion
detection applications.

TABLE: Comparison table with different models

Model Accuracy Precision Recall F1-Score
SVM 85.00 88.20 70.00 78.00
CNN 90.00 91.50 78.00 84.00
LSTM 88.50 90.10 75.50 82.00
CNN-LSTM 91.20 93.00 80.20 86.00
Proposed HA-IDS 89.30 99.84 76.56 86.66

The table shown above shows that the new HA-IDS model has much greater precision than standard models and deep learning
models, which shows that it has a very good ability to reduce the amount of false positives. Even though recall was somewhat
lower than some of the hybrid models, the F1-score showed a very balanced level of performance. Therefore, it is clear that this
new system is capable of providing reliable intrusion detection with high accuracy.

8. Discussion

The HA-IDS (Hybrid Adaptive Intrusion Detection System)
solves many research gaps that are encountered in existing
intrusion detection systems. Adaptive learning allows HA-
IDS to adapt to new forms of attacks while minimizing the
weaknesses of a static model. The inclusion of cryptography
adds another component into the main architecture of the
HA-IDS and it will allow analysis of encrypted traffic using
the metadata as a vehicle to assess all connected packets
without disclosing private information. The combination of
CNNs, LSTMs, and Autoencoder increases the accuracy of
detection by capturing both spatial, temporal and anomaly
based patterns from different sources; therefore, the total
number of false positives will be much lower with this model
than with the traditional detection system due to the precision
example value. Therefore, the confidence in this HA-IDS
can be applied to real-life systems because reducing false
alarms within IDS deployments is critical. However, this
also means that the number of attacks identified by the model
(55% detection recall) is relatively low when looking at
recall. This highlights the trade-off between recall and
precision; the performance measurement that the system is
prioritizing is its ability to detect all types of attacks more
accurately versus its ability to detect all possible attacks from
a broad perspective. Improving recall will create a larger
range of attacks that the ID can detect and will help to build
the ID’s overall resilience. Future improvements to the HA-
IDS should include the improvement of model parameters;
applying ensemble learning techniques to the detection
capabilities or providing a wider variety of training data to

improve its performance for detecting new attack types and
smaller classes of attacks.

9. Conclusion

Researchers developed an Advanced Hybrid Adaptive
Intrusion Detection System (HA-IDS) in order to improve
the security of their computer networks. The HA-IDS
combines advanced Machine Learning and Deep Learning
technologies with Cryptographic techniques to provide
improved detection of intrusions into an organization's
computer network. To accomplish this goal, the HA-IDS
utilizes multiple Machine Learning algorithms, including
Convoluted Neural Networks (CNN), Long Short Term
Memory Networks (LSTM), and Auto-Encoders, to provide
a comprehensive analysis of the data within a user’s
computer network for the purpose of detecting potential
cyber threats by analyzing the spatial (data at rest), temporal
(data in motion) and anomalous (behavioural that deviates
from the norm) trends of the data within a user’s computer
network. The use of Cryptography also allows organizations
to maintain and secure their clients' confidential information
during the Intrusion Detection portion of their security
system while organizations continue to monitor and detect
their potential cyber threats. Traditional automated Intrusion
Detection Systems do not have the ability to analyze network
traffic that has been encrypted before it has been monitored
for attacks. Overall, the results from the experimentation of
HA-IDS confirm that it is highly effective in identifying
cyber threats. According to the research performed, the HA-
IDS performs similarly as far as accuracy levels, precision



levels and overall reliability are concerned, when compared
to current day available automated intrusion detection
systems, however it also reduces the number of false positive
alerts generated by these systems. Thereby making an HA-
IDS a practical alternative for organizations wishing to
implement a real-time security solution that can provide both
reliability and effectiveness in detecting potential cyber
attacks in markets such as cloud computing or the Internet of
Things (IoT), where achieving reliability and efficiency are
extremely important. The presence of undetected attacks
suggests that there is still an opportunity to improve recall or
detection rates. We will continue our work on improving
recall through improving various model parameter settings,
employing more up-to-date ensemble methods, and
leveraging a wider range of both current and older datasets.
Additionally, we will attempt to optimise the overall
computational complexity of the HA-IDS in an effort to be
able to implement fully functional HA-IDS systems within
real-world environments to demonstrate their practical
application.

10. Future Work

There is significant promise for the proposed Hybrid
Adaptive Intrusion Detection System; however, there are
many possible enhancements to the system that warrant
further exploration in future studies. For example, one
avenue for potential well-suited research would be to
validate the system in real-time networks, for example, using
live traffic to assess both the effectiveness and scalability of
the system in an operationally relevant environment.
Additionally, the model may be reengineered for use in an
edge computing environment by deploying it on resource-
limited devices (e.g., [oT nodes) to provide lower latency and
therefore faster response time due to the proximity of where
processing occurs from where data was collected. Finally, a
very interesting area for future research would involve using
federated learning to enable the collaborative training of the
model by disparate distributed systems, without exposing
any of their local data to each other. With improvements to
security and data privacy, as well as providing greater
generalization of the model over many different network
types/sub-types, there is significant potential for ongoing
development of recall, reduction of computing requirements,
and model optimization for large-scale distributed systems in
order to have a more robust and more efficient Hybrid
Adaptive Intrusion Detection System for real world cyber
security applications.
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